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Trustl DBackground

 Trustl Ds are patald e Irter net
| dertity credentid s
—standard X 509 v3 certifica e

—Issuedinaccordance wththe ABA
Trustl D pdicy

'ﬁ A — backed by a cortract i frastruct ure
and warranty program

—usedtordiadyidentify parties
I nvd ved in on-li ne transacti ons




Trustl DBackgr ound (conti nued)

 Trustl Ds areissuedtoday fa:
—browsers and emsail diernts
—snart cards
— USB tokens
ti‘ e Customersrequesting aroannng
| sd uiontha dlows use of

Trustl Ds on any conputer wth
accesstothelnerng




Trustl DRoamng — Concept

e |ssue a Trustl Dcredentid tha
mal ntans dl charac eri gics o
orignd Trustl Ds, bu ddiveredin

a secure roamng fash on
wH — subscri ber i dertity guar ant eed
¥a —rdying parties provided a warranty

— cetificaes and keysrenotdy
accessed 1n asecurefash on




Trustl DRoamng —

TrustiD
Roaming

: icale & Obtain
TrustlD Roanming Credential

Concept (cort.)

TrustiD
On-Line
Vaidation

3. Validate TrustID

Relying

Subscribers
2. Present TrustID

> Parties

4. Make aDecision




Trustl DRoamng — Requrenents

 Functiond requrenents
— Web based — Centrd andlocd
enrd nent storage
— X 509 v3 cetifica es — Support fa services

— Ful sute d life cyd e such as access
manage ment contrd andform

— Certifica es can be S 9”_”9
vai dat ed us ng — Relying party
OCSP o CRLs acceptance




Trustl DRoamng — Requrenents

e Securityrequrements

— Secure s aage, — Secure andrdiald e
locd and centrd d sribuionto

— Access usi ng srong subscri ber
aut henti cai on, | ocd — Secure dd gion
and cenrd upon conpl éion d
sesd on




Trustl DRoamng — Requrenents

e Operaiond & Admn graion
requrements

— Mn nd dien — Hghyscdable
foapin fa web sd uion
envronments — Support fa comnon

— Fdl feauedien fa d afa ns (dient and
B2B seru ces server)

— Instdl aion and
admndraionis na

conpl ex




Trustl DRoamng — Technd ogy

e Trustl DW Aca au herticat on

—leverage Arca | Ds fa secure
aut herticationto Trustl Ds (locd o
renot e

';; — enhance to neet functiond,
5\ security, oper aiond and
admn grationrequrenents




Trustl DRoamng — Aval aality

 Avalade Q1 2001
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